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2.

The provision of wire and radio communications for the Ministry of the Merchant
Fleet (MMF), is the responsibility of the Centrel Directorate for Commnications .
and Electro-Radio-Navigation Equipment (Tseniralinyy Upravleniye Svyszi i Elekiro-
Radio-Navigatsii), MMF. This directorate doses not supply the only channel of
communications for the MMF, however, as the facilities of the Ministry of Comunl-
cations {(Minsvyaz')} sre also used by the MMF, The facilities of Minsvyaz' are
veed to a considerably lesser extent then those of the Central Directorate.

The basic responsibilities of the Central Directorate for Commuinleatioms include
the followling:

() Maintaining all telephone and radio commnications within the MMF, Formerly
the non-tuneable receilvers and speakers which are placed throughout the
Merchant Fleet for the amuisement and enlightenment of the listeners were under
the ceontrol of this Diractorate, These devises have now heen plased under the

Jurisdiction of the Ministry of Commnications (Minsvyazt'),
(b) Assigning shipboard and shore sommunications equipment to Merchaat Fleet
- activitles,

(¢) Organlzing training programs for Merchant Fleet communications specialists
and assigning these specilalists to MVF activities upon completion of their

training.,

(d) Preparing and isduing equipment handbooks and training pamphlets for communi-
cationspersontiel. This iiem.includes ingiricilons relative to the operdtion-

a4l phdses of code and eipher work,

(e) Maintaining all electro-radic-navigation equipment. This includes radio,
gyrocompasses and dlrection finding equipment.

(f) Developing improved methods of equipment operation and exploitation.
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3. There are certain basle principles and rules controlling the tremsmission of 1

mation within the MMF, . Spesial precedence indicatore are established for trafflc sent
by ordinary mail and that gent by radio and wire commmunications channels. The fol=-
lowing precedence indloators control the speed with which traffiec is handledi

(&) Ordinary wail

(1) If there is ho urgency attached to a letter it is sent in a routine tanher
without eny precedence indlcator.

(2) If there is urgency connected with delivery of a letter it is marked "urgent"
(Srochno)

(3) If the delivery of a letter is very important 1t 1s marked "very urgent”
(ves'ma srochnaya, v-srochnaya).

(b) Radiograms

(1) There is no precedence indicator marked on messages which have no urgency
ettached tc thelr delivery.

(2) 1If there is uyrgensy essociated with the delivery of the messege it is marked
"1ightning" (molniya).

(3) The message is marked "deliver immediatelr (vruehit' nemedlenno) if it 1s
still more urgently in need of dellvery.

(4) Messages demanding the greatest speed of dellvery are marked "deliver immedi-
ately to the person of the addressee (vrushit! nemedlenno po mestu nakhozh-
deniya), This means that the message {8 to be delivered to the addressee in
person, even though he ts not in his office., It would be necessary for the
commnications office tc determine the whereadbouts of the addressee and hand

him the message.

(¢) Telegrams

The telegrams sent by the Minlstry of Communicetions are marked "governmental"
(pravitel'stvemmeya)., This precedence {ndicator 18 limited to wires sent by the
telegraph services of the Ministry of Commnlcations,

(d) Telephone grams

The same precedence indicators are used for telephone grams as are marked on ordin-
atry mall,

bo Messeges aent out by volce over telephone 1lines constitute the largest percentage of the
total number of messages transmitted both in the MVF and the entire Soviet Unlion. The
. used by the MMF for this type of transmiseion is of US con=

wire commun
they arc gy gher

struction.
than the frequencles of normal telephone conversations.

There 1s also & very high frequency radio telephone system in use between Fourteen Foot
Roadsteads and Astrakhan which is also of US comstruction., This entire set (receiver,

transmitter and handpiece) would weigh about 40 kilogrems, The set has a range of sbout
100 to 150 kilometers. f 50%1

5e Tn the beginning of 1949 the government took stepa to 1imit the usage of radic sommni-
cations and further cuts are constantly being made, Great efforts are being undertaken
to extend the usage of telephone grams and ordinary mail in order to ourtail the volume
‘ - of raedio commmnications. In furtherance of this, a limitation of 200 words has been
* placed on the length of radiogrems, The officiaf reazon given for the decline in em=-
phasis of redio commnication was the desire torslibve the work load of the already
overburdened radio stations., The reason accapted at Reydtanker headquarters, however
was the obvious simplisity of reeding a message orally over the telephcne a& opposed \{ao
trensmitting a messaege in morse scde by radic.: AR L 50x1

6o

7o Only the geople whe have been assigned one of the special comminications titles, sueh as
head of steamship ageney planning department - CHPM are allowed to send raciograms, If
& person dcea not possess such & title he must then get the approval of one of the titled
officials in order to have the message transmitted. '

8, As & general rule the person sending the message 1s responsible for assigning the proper
precedence to a message. If this reaponsidbility is abused the violator will bhe admonlshed
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If a message 1s supposed to be sent in cipher and the gender gives 1t to the secretariat
of -the agency for transmission in plain text, a violatlon of securilty har oesurred. The
chief of the secret department (sekretniy otdel) may elther report the incident or return
the message to the originator for proper handling, If the matter is reported coffiecially
the offender probably will be brought to trial, is is a matter which is witkin the dis-
cretion of the head of the secret depariment, and if he is friendly with the heads of the
other sections the incildent wlll probably not be reported.

In June 1947, a detree of the Presidium of the Councll of Ministers was handed down rela-
tive to the transmission of operational information pertaining to ministerial activities.
Prior to this decree all such information had been sent openly in plain text traffic.

By this decree certaln types of information became classified and thenseforth had to be

encoded.,

(a) Fiéé?eé revealing the volume and scope of ministerial operations.
(b) Disposition and deployment of Soviet fleets.

{(e) Data on the numbers and types of workers

(d) Data relative to the technical condition of equipment.

() Information relative to accidents or catastrophes which might be used as anti-Soviet
propaganda. (Reydtanker usually had a couple of lundred accidents anmally, two
or three of whish would result in fatalitles,)

(f) Breakdowns or failures of equipment,

It became common practice for nearly all officiils of the MMF to try to avoild baving mes-
sages encoded. The reason was that there were numerous regulations to be followed and the
people were reluctant to become invelved in the established procedures. Most officials
used covert means to send classified meterial by plain text channels in gspite of the

above decree,"
For example if an official in Moscow requested a report from Reydtanker with regard to per-

; sommel stefius of the steamship agency 1t was classified information per se. The Moscow
‘official probably had received, however, many such reports in the past from the agency

and he simply would request the official to supply the informatlon which was usually
fortheoming 4t the particular time involved. Usually there were standard forms which were
followed by the reporting ageney for differemt types of information, such as weges and
payrolls, numbers of workers and technlcians, and hours worked, The head of the labor and
wages depariment would simply take the blank form used in the desired report and £ill in
the necessary data to complete the form. He would then teke the figures from the report
form and either letter or number them in sequende and send these figures out in plain

text without further identification of the text. The figures by themselves would mean
nothing to anyone reading the message and certainly not to the head of the secret depart-
ment, When the Mogcow official receilved the megsage he would enter the data shown in the
message on a duplicate of the origlnator's personnél form and thereby have all of the
information which he had requested., This wes very common practlice in transmitting opera-
tional informaticn by radic end wire commniestions,

A sample radioc message blank has been reporduced below, The letters in parentheses have
been supplied for ease In the deseription of the form,

RadioGrem
(Radiogramma)
(&) Transmittedceccssscescscescancoso : {¢) Precedence
(b) ReceivedOOGDQCCﬂﬂl‘..ﬂ‘.'.......l CORPCOOSBS000800B0COSCOIBOOCRRBRODN
() From (6it¥)esccvss(e)Ser No eeo(f)GTOUPS .00 (g)Date, , Time, , .,

(h) Addressee
City or plece
Title
Name of person

(1) Text of message
J) Originatoris serial number.....
k) Originator's title '
1) Originator's Name

(a) This is the date and time that the radio oparator commenced sending the message.

(b) This is the date and time that the reselving cperator acknowledged rsceipt of the
message,

4 P CTATIR/UTT P A P WAy
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(£)
(2)

()
(1)
&)

(%)

(1)
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The precedence assigned to the message by the origlnator ls marked in this space.
This 1s the place from which the message is sent.

This is the serial number assigned to the message by the originating radio station,
This number is assigned consecutively to all messages transmitted from the station
and the first message sent out in the calendar yearis #1, The message numbers are
terminated at the end of each year and a new series commenced on January l1st.

This shows the number of words in the text of the message.

The message' date and time assigned by the transmitting station is placed in thia
blank, ' .
The place, title and neme of the addressee is wriltten in this space,

This space 1s for the text of the message. _

At the end of the text the serial number assigned to the message by the originating
agency 1s written, -The secretariat for the originating agency é&sslgns mumbers to all
outgoing messages and records these numbers with the names of the originating offi-
¢ials, It 1is this serial number that is referred to in repllies by the addressees,

This is the title of the originating official. The titles in both (k) and (h) are
generally the short form titles which have been assigned to the officials of the MMF,

This 1s the name of the originating offlecial,

These message blanks were written out by hend in Reydtanker as there were only fifteen
typewriters for the entire steamship agency. My wrltlng was falrly good, but some of the
officials tock delight in writing poorly Jjust to bedevil the poor radlo operators.

12, Reydtanker operates a radio station which services all MMF activities in Astrakhan, Among
the activlitles so served are:

(a)
(b)
(o)
()
(e)
(£)
(g)
(h)
(1)

Astrakhen Meritime Dry Cargo Port (Astrakhanskly Morskly Sukhogruzniy Port), (This
was formerly the Astrakhan Dry Cargo Maritime Agency - Astrakhanskoe Sukhogruznoe

Morskoe Agentevo-Kespflot)

Roadsteads Technisal Fleet (ReydTekhFlot)

Maritime Reglstry (Morekoy Reglstr)

Ship Repalr Yard 1/n Karl Marks

Ship Yard (Sudo Verf'), Merchant Fleet

Basin Committee of the Seaman'e Trade Union (BEROF)

Basin Judge Advocate (BPROK)

8th Detachment of the Militarized Guard (Voa'moy Otryad Vokhr),

Cagplan Inspob*bamte of Port Fasilities (Kaspiyekaye Inspektsiys Portovogo Nadsora)

The Soviet Nevy might use the losal commnisstion fagilities of the MWF when cenduating
sotusl operations with Reydianker, but not otherwlse, BSuch cperations im the past
ocoourred when Reydtanker was engaged in pllot Nevy vessels through the Volga Delia,
Under no eonditions would the MWF statlons bandle Navy trafflc with a dlstani oity =such

as Moscow or Odessa,

12, ﬁe&dtank.er operates four radlo stations which ara losated at the following rlaces:
Astrs ~ on the Island of Zayachiy in the pettlement of workers fo@ the ship ~epair
yard 1/n 10th Annlvergary of the Ociober Revoluilon, There are four send-receive poaltlons

&t this stetlons one for Astrakhan-Moaoow, one for Astrakhan-ships, cne for AstrakhaneBaku
and one for Astrekhan-Curav, 3elo Olys; 14 Foot Roadatesds,

Solo Olys = This village 1s on the Volga Delts and has one send-receive atation.

14 Foot Roadsteads ~ This stetlon ecnaiste of two send=recelve poaltions aboard the float-
ing dock (debarkeder) DONBASS, 50X1

= There g one sand-recelve pogltlon losated on ibe Island of Peslnoy and S
there waa to be & aecond send~recelve poaition added to this station,
50X1

o
l4s ' Bpecific sohedules ware fvllowed by the Aatrakban vadio station of Reydisnker. This
¥ statlon handled a large amount of trafflo to end from Astrakhan, All transporistion
aotlvities throughout the Sovlet Union operate en Mnsscow time, Thus all broadossts llated

A AT Igﬂmmmmw R AT 2 A T ARy
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below are in terms of Moscow time. 50%X1

Astrakhan-Moseow and return.

0000~~0100
1200--~1300
1800-~1200

Astrekhan-~Baku and return

0000--01.00 1200-=1300

OéOO-—OSOO 1600==1700
0800==0900 2000==2100

Constent commniscations are maintained among the radio stations of Reydtanker, The
stations located at Astrakhan, Selo Olya and Fourteen Foot Roadsteads alsc have ocommmund-
sation with the radio stationa of the Casplan 011 Tanker Steamship Agenoy (Kasptanker)
which are located at Krasnovodsk, Makhaohkala and Baku, Whenever one of the stations has
traffic for & station of the cther agency the former statlon comes up on the frequencles
of the latter, There is a liat of the frequennles utilized by all radio stations of the
MVMP in the Casplan Sea area, This list is posted Iin eash MWF redic station 4o facilitate
Inter-port commnioations, Normally, however, only the 14 Foobd Roedstead and Astrakhan
redlo gtatlons would have aontact with the statlons of Kasptanker, 50X1

the following periods of broadoasting by radlo were observad by ships

| .
of Reydtanker and] ‘the same timee alaso applied to the ships of Kaaptanker.
50X1

0200==0600 14001800
0800==1200 2000=2400

The Volge 011 Tanker Steamship Agenoy (Volgatanker), Minlstry of the River Fleet (MinRech=
Flot), alsc had a radlo station which operated inde endantly of the Reydianksr radlo ata=
tion. The V@l%amﬂjution was logated in Astniha. n and its address wae Hlling=-Peg=

ehanaya Kosa. ‘

The Ministry of Comminisations {MinSvyaz') aggrataa a talegraph station in Agtrakhan 50X1
which i3 in aenetant cperaticn and has no schedulen The station broad-

pasts on 335 meters,
50X1

Kagptanker oparates radlo stetiens st Bal, Makhashlala and Krasnovodek whlen are in
sonstant commnieation with sach other, The Balm statlon bresdeasts to Meseaw during

the following pericdsi

0000=0100
1200-1300
1800+~1900

Radio traffic whieh is originated in the Casplan Sea area and addrassed to elther the

Far Tash or Odessa areas mist be relayed through Meseow. It ia not a questlon of inguffi=
alent igwar of the transmlttlrg stations, but #imply becsuse there have been no sehedules
established ger direct gnm?ugiegtions be%w?en the Cagplan Area and the Far Fupt and ggesaa
aPens n the case of ¥4 q helng =@ fw'i . a the
a2 is %hﬁ@ugh‘ﬁaiu Tl lbacon and thende &9 Bﬁesggfgl&u§§vﬁ%355 “%gfﬁytiﬁ9§—%§3ffia
shrough Astrakhan to Moseow and themee to Odessa, -

A vadlogram from Astrakhan to Moseow is generally dellivered in lesg than tyenty-four
heurs, If & radlegram 1 sent under the precedemce of "lightning" (molniya) er the 1200
broadesst from Astraldhan to Mosacw, 1t will be delivered to the addrassee that same day,
Eelegra%h gervice between the sams eltles usually takes two days while mell generally 5y

guires five to seven days for dellvery,
50X1

Shore stations and large 10,000-ton tankers in the Casplap Sea have emergency radie stetden
Theae stand=by seta are kap% in readiness for ihe evanguality of 8 fallure In the main

ecommnisatlon statlon,
\thb regulay frequensles would De used 10 Order 1o avold 5ne‘§$¥f§iJ

cultles encountered In trying to shift freguendlss, The MWF requirss Wiet all sumigendy
redie stations maintaln geparate sourass of pewer for the méln and emergenay radic atations,

Clagsified traffle 1s sent to the searet deparimant (eekretnly otdel) where it 1s aneipherec
and then transmitted by the radle station, Telegraph lines a,ge sz)-alhr not u_tiliﬂl.dpfm-
+hls type of transmisslon, In an ensoded meszsage s names of asdxessees ané ariginators
are not encoded nor are the short form titlea which are used in communlcatiors, If long
forn titles are uzed 1n the headling they mudt be encoded, 50X1

!

The Minlstry of‘thehybragint Fleat does not possess any olpher mashines in Astr&khnnJ
gyoh machines are very expensive snd asssrae, The MDD In Astrakian
suppeasd to have some of thesa elpher mechines, ) Mo In Aatrak I50x1

ARARET O ATITIT T AP AT SR TR ALY
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22, \ over-lapping or intermingling of duties between radio and telegraph
operators. Generally the two groups of personnel have slightly different qualificatiocns.
The radio operator 1s better pald, approximately 20% higher wages, and is generally of
greator ability than the telegraph operator. A radlo operator would have little trouble
in becoming a telegraph operator, bui the reverse would not necessarily be true. 50X1

- end -

50x1
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